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1	Decision/action requested
SA3 is asked to review draft-ietf-emu-rfc5448bis-07 and give comments how specification text could be split between that internet draft and T 33.501.
2	References
[1]	3GPP TS 33.501,"Security architecture and procedures for the 5G System (5GS)".
[2]	IETF RFC 5448, " Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[3]	IETF internet draft draft-ietf-emu-rfc5448bis-07, " Improved Extensible Authentication Protocol Method for 3GPP Mobile Network Authentication and Key Agreement (EAP-AKA')".
[4]	IETF RFC 4187, " Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".
3	Rationale
This contribution is a revision previously submitted to SA3 in S3-201874 and S3-201147. 
Currently TS 33.501 [1] holds an Editor’s Note (since Rel-15) in clause 6.1.3.1 (Authentication procedure for EAP-AKA') which states: 
Editor’s Note: The reference to RFC 5448 will be superseded by the internet draft referred to in [67] when it becomes an RFC.
Reference [67] is Internet draft draft-ietf-emu-rfc5448bis: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Furthermore, Annex F (3GPP 5G profile for EAP-AKA') has a note which states: 
NOTE: 	This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.
We would like to again inform SA3 about the progress of the internet draft-ietf-emu-rfc5448bis [3]. 
Draft-ietf-emu-rfc5448bis is progressing in the IETF and it has passed IESG review and it is on its way to become an RFC. The draft-ietf-emu-rfc5448bis will obsolete RFC 5448 [2].
For the interested reader it could be mentioned that the original RFC 4187 [4], EAP-AKA, was created for 3G. Then RFC 5448, EAP-AKA’, was created to support the new functionality in 4G.  The reason for updating RFC 5448 is to make it up to date when it comes to 5G.
The main updates are:  
- It refers to correct 4G and 5G specifications and not only to 4G specifications (as RFC 5448 does).
- It describes the handling of 5G identities. I.e. it has essentially the same content that is today in Annex F of TS 33.501. 
We intend to bring draft-ietf-emu-rfc5448bis (when it becomes an RFC) to TS 33.501 to replace the references to RFC 5448 with reference to the new RFC in Rel-16 and Rel-15, and at the same time split and align the text between Annex F and draft-ietf-emu-rfc5448bis so that they will include as little overlapping text as possible.
The intention is that this replacement would have NO impacts on Rel-15 and Rel-16 implementations, i.e. it would be backwards compatible with those.  
The latest 07 version can be found here (you can also find the current status there):
https://datatracker.ietf.org/doc/draft-ietf-emu-rfc5448bis/
Diff (i.e. comparison) between RFC 5448 and the new draft is at: 
http://arkko.com/ietf/eap/draft-ietf-emu-rfc5448bis-from-rfc5448.diff.html.   
5	Discussion
Content of draft-ietf-emu-rfc5448bis which is overlapping with Annex F is found in clause 5.3 “Identifier Usage in 5G” in draft-ietf-emu-rfc5448bis in the following way: 
Clause 5.3.1 “Key Derivation” corresponds to Annex F.3 “Subscriber identity and key derivation”, and Clause 5.3.2. “EAP Identity Response and EAP-AKA' AT_IDENTITY Attribute” corresponds to Annex F.2 “Subscriber privacy”. 
5.1	Discussion on subscriber identity and key derivation
Observation 1: Clause 5.3.1 of draft-ietf-emu-rfc5448bis includes in practice the same rule as Annex F.3 of when SUPI is to be used for key derivation. However, Annex F.3 includes more detailed information about different SUPI types and format of the SUPI (which were decided in SA plenary). 
Proposal 1: It is proposed to keep the text in Annex F.3 and refer to Annex F.3 from draft-ietf-emu-rfc5448bis.
5.2	Discussion on subscriber privacy
Observation 2: Clause 5.3.2 of draft-ietf-emu-rfc5448bis includes in practice the same rule as Annex F.2 of which identities the UE will use in different situations in order to preserve subscriber privacy. 
Proposal 2: It is proposed to keep the text in Annex F.2 and refer to Annex F.2 from draft-ietf-emu-rfc5448bis.
5.3	Discussion on use of leading characters in user identity
Observation 3: 
RFC 5448 clause 3 defines “EAP-AKA' MUST use the leading character "6" (ASCII 36 hexadecimal) instead of "0" for IMSI-based permanent usernames.” 
Current draft includes text in clause 5.3.2 “EAP Identity Response and EAP-AKA' AT_IDENTITY Attribute”: “Also, in contrast to [RFC5448], in 5G EAP-AKA’ does not use the “0” or “6” prefix in front of the identifier.” This means that “6” is not used in front of the SUCI. Note that SUPI is never sent from the UE to the network. This would be inline with the interpretation that SUCI is not a permanent username, and SUCI, as defined in clause 28.7.3 of TS 23.003, does not have the leading character.  
There is also a case when the AMF may send SUPI instead of SUCI to the AUSF, e.g. in the case of re-authentication. In this case it is also assumed that leading “6” is not used due to the reason above. 
Proposal 3:
Our assumption is that leading character “6” is not used in these cases. We kindly ask companies to comment what is their interpretation: should leading character “6” be used or not in this case? The specifications should be clarified accordingly. 

Observation 4: 
Current draft includes the same text also in clause 5.3.1 “Key Derivation”: “Also, in contrast to [RFC5448], in 5G EAP-AKA’ does not use the “0” or “6” prefix in front of the identifier.” This means that “6” would not be used in front of the IMSI in key derivation. This would be inline with that Annex F.3 defines today “When the SUPI Type is IMSI, the Identity shall be set to IMSI as defined in clause 2.2 of TS 23.003 [19]”  and clause 2.2 of TS 23.003 does not define the preceding “6” for IMSI.   
Proposal 4: 
Our assumption is that leading character “6” is not used in this case. We kindly ask companies to comment what is their interpretation: should leading character “6” be used or not in this case? The specifications should be clarified accordingly.  
6	Detailed proposal
This clause includes a proposal how to introduce draft-ietf-emu-rfc5448bis when it becomes an RFC, and especially how text is split between Annex F and the draft-ietf-emu-rfc5448bis.
We intend to bring the corresponding CR to SA3 when the draft-ietf-emu-rfc5448bis becomes an RFC, which may happen in very near future, possibly even before the SA3 January meeting
We therefore invite SA3 companies 
· to review the draft and give comments as it is still possible to impact it and make some changes to the internet draft, if needed. 
· to give feedback on the proposals above.
· to give feedback on the proposed changes as illustrated in clauses 6.1 and 6.2 below.

6.1	Proposal how to split the text between Annex F and the draft-ietf-emu-rfc5448bis
This clause shows the intended changes to draft-ietf-emu-rfc5448bis (version 07)  clause 5.3 and Annex F of TS 33.501.


	5.3.  Identifier Usage in 5G


In EAP-AKA', the peer identity may be communicated to the server in one of three ways:

o  As a part of link layer establishment procedures, externally to
   EAP.

o  With the EAP-Response/Identity message in the beginning of the EAP
   exchange, but before the selection of EAP-AKA'.

o  Transmitted from the peer to the server using EAP-AKA messages
   instead of EAP-Response/Identity.  In this case, the server
   includes an identity requesting attribute (AT_ANY_ID_REQ,
   AT_FULLAUTH_ID_REQ or AT_PERMANENT_ID_REQ) in the EAP-Request/AKA-
   Identity message; and the peer includes the AT_IDENTITY attribute,
   which contains the peer's identity, in the EAP-Response/AKA-
   Identity message.

The identity carried above may be a permanent identity, privacy friendly identity, pseudonym identity, or fast re-authentication identity as defined in this RFC.

5G supports the concept of privacy identifiers, and it is important for interoperability that the right type of identifier is used.

5G defines the SUbscription Permanent Identifier (SUPI) and SUbscription Concealed Identifier (SUCI) [TS-3GPP.23.501] [TS-3GPP.33.501] [TS-3GPP.23.003].  SUPI is globally unique and allocated to each subscriber.  However, it is only used internally in the 5G network, and is privacy sensitive.  The SUCI is a privacy preserving identifier containing the concealed SUPI, using public key cryptography to encrypt the SUPI.

Given the choice between these two types of identifiers, EAP-AKA' ensures interoperability as follows:

o  Where identifiers are used within EAP-AKA' -- such as key
   derivation -- specify what values exactly should be used, to avoid
   ambiguity (see Section 5.3.1).

o  Where identifiers are carried within EAP-AKA' packets -- such as
   in the AT_IDENTITY attribute -- specify which identifiers should
   be filled in (see Section 5.3.2).

In 5G, the normal mode of operation is that identifiers are only transmitted outside EAP.  However, in a system involving terminals from many generations and several connectivity options via 5G and other mechanisms, implementations and the EAP-AKA' specification need to prepare for many different situations, including sometimes having to communicate identities within EAP.

The following sections clarify which identifiers are used and how.

	[bookmark: _Toc51168485]Annex F (normative):
3GPP 5G profile for EAP-AKA' 
[bookmark: _Toc51168486]F.1	Introduction 
The present annex describes the 3GPP 5G profile for EAP-AKA' described in RFC 5448 TBD [1267], and RFC 4187 [21]. 
NOTE: 	Void. This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.


	5.3.1.  Key Derivation


In EAP-AKA', the peer identity is used in the Section 3.3 key
derivation formula.


If the AT_KDF_INPUT parameter contains the prefix "5G:", the AT_KDF
parameter has the value 1, and this authentication is not a fast re-authentication, then the peer identity used in the key derivation MUST be the 5G SUPI for the peer.  This rule applies to all full EAP-AKA' authentication processes, even if the peer sent some other identifier at a lower layer or as a response to an EAP Identity Request or if no identity was sent.
as specified in Annex F.3 of [TS-3GPP.33.501] and clause 2.2 of [TS-3GPP.23.003]. This is in contrast to [RFC5448], which used the identity as communicated in EAP and represented as a NAI. Also, in contrast to [RFC5448], in 5G EAP-AKA' does not use the "0" or "6" prefix in front of the identifier.

For an example of the format of the identity, see Clause 2.2 of[TS-3GPP.23.003].

The identity MUST also be represented in the exact correct format for the key derivation formula to produce correct results.  In 5G, this identifier is the SUPI.  The SUPI format is as defined Section 5.3.1.1.


In all other cases, the following applies:	Comment by Author: This covers the non-5G case. 

   The identity used in the key derivation formula MUST be exactly
   the one sent in EAP-AKA' AT_IDENTITY attribute, if one was sent,
   regardless of the kind of identity that it may have been.  If no
   AT_IDENTITY was sent, the identity MUST be the exactly the one
   sent in the generic EAP Identity exchange, if one was made.
   Again, the identity MUST be used exactly as sent.

   If no identity was communicated inside EAP, then the identity is
   the one communicated outside EAP in link layer messaging.

   In this case, the used identity MUST be the identity most recently
   communicated by the peer to the network, again regardless of what
   type of identity it may have been.

5.3.1.1.  Format of the SUPI


A SUPI is either an IMSI or a Network Access Identifier [RFC7542].

When used in EAP-AKA', the format of the SUPI MUST be as specified in [TS-3GPP.23.003] Section 28.7.2, with the semantics defined in [TS-3GPP.23.003] Section 2.2A.  Also, in contrast to [RFC5448], in 5G EAP-AKA' does not use the "0" or "6" prefix in front of the entire IMSI.

For instance, if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the NAI format for the SUPI takes the form:

  234150999999999@nai.5gc.mnc015.mcc234.3gppnetwork.org


	F.3	Subscriber identity and key derivation 
EAP-AKA' uses the subscriber identity (Identity) as an input to the key derivation when the key derivation function has value 1 ( i.e. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)). RFC 4187 [21] clause 7 describes that the Identity is taken from the EAP-Response/Identity or EAP-Response/AKA-Identity AT_IDENTITY attribute sent by the peer. This principle is not applied to the 5GS. 
If the AT_KDF_INPUT parameter contains the prefix "5G:", the AT_KDF parameter has the value 1 and the authentication is not related to fast re-authentication, then the UE shall set as the Identity for key derivation. When the SUPI Type is IMSI, the Identity shall be set to IMSI as defined in clause 2.2 of TS 23.003 [19]. When the SUPI type is network specific identifier, the Identity shall be set to Network Access Identifier (NAI) as defined in clause 28.7.2 of TS 23.003 [19]. When the SUPI type is GLI, the Identity shall be set to GLI taking format of NAI as defined in clause 28.15.2 of TS 23.003 [19]. When the SUPI type is GCI, the Identity shall be set to GLI taking format of NAI as defined in clause 28.16.2 of TS 23.003 [19]. This principle applies to all full EAP-AKA' authentications, even if the UE sent SUCI in NAS protocol or if the UE sent SUCI in the respose to the EAP identity requests as described in Table F.2-1 or if no identity was sent because the network performed re-authentication. The only exception is fast re-authentication when the UE follows the key derivation as described in RFC 5448 [12] for fast re-authentication.
NOTE 1:	The fast re-authentication is not supported in 5GS. 
NOTE 2: 	The prefix "5G:" is part of serving network name as specified in clause 6.1.1.4.


	5.3.2.  EAP Identity Response and EAP-AKA' AT_IDENTITY Attribute

The EAP authentication option is only available in 5G when the new 5G core network is also in use.  However, in other networks an EAP-AKA' peer may be connecting to other types of networks and existing equipment.

When the EAP peer is connecting to a 5G access network and uses the 5G Non-Access Stratum (NAS) protocol [TS-3GPP.24.501], the EAP server is in a 5G network.  The EAP identity exchanges are generally not used in this case, as the identity is already made available on previous link layer exchanges.

In this situation, the EAP Identity Response and EAP-AKA' AT_IDENTITY Attribute are handled as specified in Annex F.2 of [TS-3GPP.33.501].

In this situation, the EAP server SHOULD NOT request an additional identity from the peer.  If the peer for some reason receives EAP- Request/Identity or EAP-Request/AKA-Identity messages, the peer behaves as follows.

Receive EAP-Request/Identity

   In this case, the peer MUST respond with a EAP-Response/Identity
   containing the privacy-friendly 5G identifier, the SUCI.  The SUCI
   MUST be represented as specified in Section 5.3.2.1.

EAP-Request/AKA-Identity with AT_PERMANENT_REQ

   For privacy reasons, the peer MUST follow a "conservative" policy
   and terminate the authentication exchange rather than risk
   revealing its permanent identity.

   The peer MUST respond with EAP-Response/AKA-Client-Error with the
   client error code 0, "unable to process packet".

   EAP-Request/AKA-Identity with AT_FULLAUTH_REQ



   In this case, the peer MUST respond with a EAP-Response/AKA-
   Identity containing the SUCI.  The SUCI MUST be represented as
   specified in Section 5.3.2.1.

EAP-Request/AKA-Identity with AT_ANY_ID_REQ

   If the peer supports fast re-authentication and has a fast re-
   authentication identity available, the peer SHOULD respond with
   EAP-Response/AKA-Identity containing the fast re-authentication
   identity.  Otherwise the peer MUST respond with a EAP-Response/
   AKA-Identity containing the SUCI, and MUST represent the SUCI as
   specified in Section 5.3.2.1.

Similarly, if the peer is communicating over a non-3GPP network but carrying EAP inside 5G NAS protocol, it MUST assume that the EAP server is in a 5G network, and again employ the SUCI within EAP.

Otherwise, the peer SHOULD employ IMSI, SUPI, or a NAI as it isconfigured to use.

5.3.2.1.  Format of the SUCI


When used in EAP-AKA', the format of the SUCI MUST be as specified in [TS-3GPP.23.003] Section 28.7.3, with the semantics defined in [TS-3GPP.23.003] Section 2.2B.  Also, in contrast to [RFC5448], in 5G EAP-AKA' does not use the "0" or "6" prefix in front of the identifier.

For an example of an IMSI in NAI format, see [TS-3GPP.23.003] Section 28.7.3.

For instance, assuming the IMSI 234150999999999, where MCC=234,MNC=15 and MSISN=0999999999, the Routing Indicator 678, and a Home Network Public Key Identifier of 27, the NAI format for the SUCI takes the form:

  For the null-scheme:

    type0.rid678.schid0.userid0999999999@nai.5gc.mnc015.
    mcc234.3gppnetwork.org

  For the Profile <A> protection scheme:

    type0.rid678.schid1.hnkey27.ecckey<ECC ephemeral public key>.
    cip<encryption of 0999999999>.mac<MAC tag value>@nai.5gc.
    mnc015.mcc234.3gppnetwork.org

Otherwise, the peer SHOULD employ IMSI, SUPI, or a NAI as it is configured to use.	Comment by Author: This covers the non-5G case. Moved here from up.


	F.2	Subscriber privacy
EAP-AKA' includes optional support for identity privacy mechanism that protects the privacy against passive eavesdropping. The mechanism is described in RFC 4187 [21] clause 4.1.1.2, and it uses pseudonyms that are delivered from the EAP server to the peer as part of an EAP-AKA exchange. The privacy mechanism described in [21] corresponds to the privacy provided by 5G-GUTI, however, assignment of 5G-GUTI is done outside the EAP framework in 5GS. 
TS 33.501 assumes that the SUCI is sent outside the EAP messages, however, the peer may still receive EAP-Request/Identity or EAP-Request/AKA-Identity messages. Table F.2-1 specifies how the 5G UE shall behave when receiving such requests. 
Table F.2-1: 5G UE behaviour when receiving EAP identity requests 
	REQUEST
	5G UE RESPONSE

	EAP-Request/Identity
	EAP-Response/Identity SUCI1) 

	EAP-Request/AKA-Identity 
AT_PERMANENT_REQ
	EAP-Response/AKA-Client-Error with the error code "unable to process packet" 2)

	EAP-Request/AKA-Identity 
AT_FULLAUTH_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=SUCI 3)

	EAP-Request/AKA-Identity 
AT_ANY_ID_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=fast re-auth identity OR 
AT_IDENTITY=SUCI 4)



1) 	RFC 3748 [27] allows the peer to respond with abbreviated Identity Response where the peer-name portion of the NAI has been omitted. The 5G UE responds with SUCI in the same format as sent in the Registration Request, where the peer name has been encrypted. 
2) 	RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE follows the "conservative" policy that has been described in RFC 4187 [21] clause 4.1.6 (Attacks against Identity Privacy) for the pseudonym based privacy, i.e. the peer shall not reveal its permanent identity. Instead, the peer shall send the EAP-Response/AKA-Client-Error packet with the error code "unable to process packet", and the authentication exchange terminates. The peer assumes that the EAP-Request/AKA-Identity originates from an attacker that impersonates the network, and for this reason refuses to send the cleartext SUPI.
3) 	RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE responds with SUCI. 
4) 	RFC 4187 [21] allows the peer to respond with a fast re-authentication identity, pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). If the 5G UE supports fast re-authentication, it responds with the fast re-authentication identity, and if the 5G UE does not support fast re-authentication, it responds with SUCI. 




6.2	Proposed changes to other parts in TS 33.501 than Annex F

*** Begin of changes ***
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EAP-AKA' is specified in RFC 5448 [1267]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.
Editor’s Note: The reference to RFC 5448 will be superseded by the internet draft referred to in [67] when it becomes an RFC.
The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 

Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'
The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
1.	The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replace CK and IK by CK' and IK'. 
2.	The UDM shall subsequently send this transformed authentication vector AV' (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV' is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get Response message. 
NOTE:	The exchange of a Nudm_UEAuthentication_Get Request message and an Nudm_UEAuthentication_Get Response message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], sub-clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 TBD [1267]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 TBD [6712], but rather in 3GPP specifications. For EPS, it is defined as " access network identity " in TS 24.302 [71], and for 5G, it is defined as "serving network name" in sub-clause 6.1.1.4 of the present document.

In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.
The AUSF and the UE shall then proceed as described in RFC 5448 TBD [1267] until the AUSF is ready to send the EAP-Success.
If a subscriber has an AKMA subscription, the UDM shall include the AKMA indication in the Nudm_UEAuthentication_Get Response.
3.	The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. 
4.	The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM. This message shall include the ngKSI and ABBA parameter. In fact, SEAF shall include the ngKSI and ABBA parameter in all EAP-Authentication request message. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful. The SEAF shall set the ABBA parameter as defined in Annex A.7.1. During an EAP authentication, the value of the ngKSI and the ABBA parameter sent by the SEAF to the UE shall not be changed.
NOTE 1: 	The SEAF needs to understand that the authentication method used is an EAP method by evaluating the type of authentication method based on the Nausf_UEAuthentication_Authenticate Response message. 
5.	At receipt of the RAND and AUTN, the USIM shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [9]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [9], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME shall derive CK' and IK' according to Annex A.3.
	If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3. 3.
6.	The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.
7.	The SEAF shall transparently forward the EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message. 
8.	The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error to the SEAF. AUSF shall inform UDM about the authentication result (see sub-clause 6.1.4 of the present document for details on linking authentication confirmation). 
9.	The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 
NOTE 2: 	EAP Notifications as described in RFC 3748 [27] and EAP-AKA Notifications as described in RFC 4187 [21] can be used at any time in the EAP-AKA exchange. These notifications can be used e.g. for protected result indications or when the EAP server detects an error in the received EAP-AKA response.  
10.	The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448TBD [1267] and Annex F. The AUSF uses the most significant 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 
NOTE 3: 	For lawful interception, the AUSF sending SUPI to SEAF is necessary but not sufficient. By including the SUPI as input parameter to the key derivation of KAMF from KSEAF, additional assurance on the correctness of SUPI is achieved by the serving network from both, home network and UE side. 
11.	The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA parameter as defined in Annex A.7.1.
NOTE 4: 	Step 11 could be NAS Security Mode Command or Authentication Result. 
[bookmark: _Hlk513118711]NOTE 5: 	The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later.  
The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the most significant 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.
NOTE 6:	As an implementation option, the UE creates the temporary security context as described in step 11 after receiving the EAP message that allows EMSK to be calculated. The UE turns this temporary security context into a partial security context when it receives the EAP Success. The UE removes the temporary security context if the EAP authentication fails. 
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in sub-clause 6.1.4 of the present document. 
If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 
If AUSF and SEAF determine that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.
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This clause describes synchronisation failure or MAC failure in USIM.
In step 7 in Figure 6.1.3.2-1 when 5G AKA is used; or in step 5 in Figure 6.1.3.1-1 when EAP-AKA’ is used, at the receipt of the RAND and AUTN, if the verification of the AUTN fails, then the USIM indicates to the ME the reason for failure and in the case of a synchronisation failure passes the AUTS parameter (see TS 33.102 [9]) to the ME. 
If 5G AKA is used: The ME shall respond with NAS message Authentication Failure with a CAUSE value indicating the reason for failure. In case of a synchronisation failure of AUTN (as described in TS 33.102 [9]), the UE also includes AUTS that was provided by the USIM. Upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE. (see TS 24.501 [35]).  
If EAP-AKA’ is used: The ME shall proceed as described in RFC 4187 [21] and RFC 5448 TBD [1267] for EAP-AKA’.
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Service operation name: Nausf_UEAuthentication_authenticate.
Description: Authenticate the UE and provides related keying material.
Input, Required: One of the options below. 
1.	In the initial authentication request: SUPI or SUCI, serving network name.
2.	In the subsequent authentication requests depending on the authentication method: 
a.	5G AKA: Authentication confirmation message with RES* as described in clause 6.1.3.2 or Synchronization Failure indication and related information (i.e. RAND/AUTS).  
b.	EAP-AKA’: 	EAP packet as described in RFC 4187 [21] and RFC 5448 TBD [1267], and Annex F. 
Input, Optional: None. 
Output, Required: One of the options below. 
1.	Depending on the authentication method: 
a.	5G AKA: authentication vector, as described in clause 6.1.3.2 or Authentication confirmation acknowledge message. 
b.	EAP-AKA’:	EAP packet as described in RFC 4187 [21] and RFC 5448 TBD [1267], and Annex F.  
2.	Authentication result and if success the master key which are used by AMF to derive NAS security keys and other security key(s).
Output, Optional: SUPI if the authentication was initiated with SUCI.
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